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Audit & Risk Committee of Governing Body

Minutes of 27" August 2025

Present: Bernadette Costello (Chairperson) [BC], Dr Eimear Cotter [EC], Sam
Dunwoody [SD], Colm O’Callaghan [COC], Prof. Paul Moore [PM]'

In Attendance: David Smith, Dr Andrew Power, Conor Logan, Sinead Keane, Elaine Dominguez
(Minute-taker)

Invitees: Angela Ireri (Deloitte), Brenda Nelson (Deloitte), Albert Bentura (Deloitte)

The Meeting was held remotely via MS Teams. Dr Andrew Power was in attendance at this meeting
in the role of Acting Interim Secretary during the Interim Secretary’s absence. The Audit & Risk
Committee meeting commenced at 10:00hrs and concluded at 11:25hrs.

1.  Adoption of Agenda
The Agenda of 27th August 2025 was adopted as circulated.

2. Conflicts of Interest

There were no conflicts of interest to report.

3. Adoption of Audit & Risk Committee Minutes

3.1 Audit & Risk Committee Minutes of 3rd June 2025 - the Minutes of the meeting of 3rd June
2025 were adopted as circulated.

Proposed: SD Seconded: CO’C

3.2 Audit & Risk Committee Minutes of 26th June 2025 - the Minutes of the meeting of 26th June
2025 were adopted as circulated.

Proposed: EC Seconded: CO’C

Matters Arising

4.1 |ADT Financial Statements for year ended 31st August 2024 - it was noted that the
Financial Statements for year ended 31st August 2024 were approved by the Governing
Body at its meeting of 26th June 2025 and subsequently forwarded to the Office of the
Comptroller & Auditor General (C&AG). An audit certificate was issued by the C&AG on
30th June 2025, and on 7th July 2025, the Financial Statements for year ended 31st August
2024 (including audit certificate) were forwarded to the Department of Further & Higher
Education, Research, Innovation & Science (DFHERIS) for laying before the Houses of the
Oireachtas. The C&AG issued a Management Letter relating to the Financial Statements
on 12th August 2025, which listed four “Medium?” risk findings (Organisational Policies,

" Joined the meeting at 11:11hrs
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4.2

4.3

5.1

Presentation of Management Accounts to Governing Body, Risk Management, and
Procurement: Non-Compliant Expenditure), plus two “Low” risk findings (Payroll — Annual
Leave accrued, and General Expenditure —timing of creation of POs, and engagement of a
supplier without the prior approval of S/FC). It was noted that the President has circulated
the C&AG's Management Letter to the Chairs of both the Governing Body and the Audit &
Risk Committee. This letter, along with the Financial Statements for year ended 31st
August 2024 will be reviewed by the Audit & Risk Committee at its meeting on 13th
October 2025. In addition, Ciaron Crowe (Audit Manager, C&AG) will brief the Committee
on the audit findings at the October meeting.

Action: ED/SKto liaise with Sam Dunwoody regarding his availability on 13th October
2025

HEA Grant Payments 2025 - the President briefed the Committee members on the HEA
Core Grant Payments received to date during 2025:

e January 2025 (B4)-€1.287M

e February 2025 (B4) - €1.267M

e March 2025 (B4) - €948K

e April2025 (B4) - €1.324M

May 2025 (B4) - €1.324M

June 2025 (B4) - €1.016M

June 2025 (NTF EFHE) - €308K

August 2025 (B4) - €1.398M

allocated Research & Innovation funding in the amount of €129,692.

Induction Training for Audit & Risk Committee — due to the unavailability of members of the
Committee, the Induction Training session scheduled for Wednesday, 11 June @ 2.30pm,
was recorded, with the presentation slides and a link provided to Committee members on
12th June 2025. It was noted that access to the link was made available to the members until
30th June 2025.

Internal Audit

Brenda Nelson, Angela Ireri and Albert Bentura from Deloitte joined the meeting at 10:37hrs
to brief the Committee members on internal audit matters. It was noted that the Chair had
attended a remote meeting with Angela Ireri Brenda Nelson and Albert Bentura, Deloitte, on
Thursday, 21st August to discuss both the review of User Access Management and the review
of Budgeting & Management Reporting.

She advised that additional work was requested to the Review on Budgeting & Management
Reporting to align with agreed TOR’s .

Internal Audit Report on the Review of User Access Management/GITC - Albert Bentura
briefed the Committee members on the Report on the Review of User Access Management/
GITC as circulated. It was noted that there five findings in total: two with a risk grade of
“Serious”, and three with a risk grade of “Moderate”. The details were as follows:

(i) Absence of Formal Access Management Policy & Unauthorised User Provisioning
(Serious) —the recommendations were as follows:
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e Aformal centralised User Access Management Policy to be developed and
implemented for Agresso, Banner and Core.
— IADT’s Response: Policy will be developed by the responsible parties (i.e., Core
Business Owner, Banner Business Owner & CFO/COQ) with the target date set as
Q1 2026.

e Documented management approval to be required prior to granting system access.
IADT’s Response: an online form will be developed to manage access approvals; the
responsible parties are the Banner Business Owner, Agresso Business Owner, and
Core Business Owner, and the target date set as Q2 2026.

e  Where segregation of duties cannot be implemented, IADT should accommodate
periodic transaction logs review to mitigate the risks of SOD conflicts.
IADT’s Response: recommendation is accepted and where transactional logs are
available, a process will be put in place for periodic reviews; the responsible parties
are the Banner Business Owner, Agresso Business Owner, and Core Business
Owner, and the target date set as Q4 2025;

e Fullaccess functionalities to be limited on a need's basis and reviewed periodically.
IADT’s Response: recommendation accepted, and will be captured in the various
systems access management policies; the responsible parties are the Banner
Business Owner, Agresso Business Owner, and Core Business Owner, and the
target date set as Q1 2026.

(i)  Lack of Oversight & Accountability for Generic Accounts (Serious) — the recommendations
were as follows:

e APrivilege Access Management system to be developed and implemented to
include clear procedures for managing generic accounts of all applications within
the Institute.

IADT’s Response: the management of these accounts will be captured in the access
management policies for the various systems; the responsible parties are the
Banner Business Owner and Agresso Business Owner, and the target date is Q1
2026;

e Aregister should be maintained of all generic accounts, including documented
business justification and management approval.
IADT’s Response: recommendation is accepted, with a register to be maintained,;
the responsible parties are The Banner Business Owner and the Agresso Business
Owner, and the target date is Q4 2025;

e Owners/Individuals to be assigned for each generic account to ensure accountability
and responsibility for managing such accounts.
IADT’s Response: recommendation is accepted, the management and oversight of
these generic accounts will be captured in the access management policies for the
various systems; the responsible parties are the banner Business Owner and
Agresso Business Owner, and the target date is Q1 2026.

(iii)  Inconsistent Enforcement of IT Password Policy across Active Directory (Moderate) — the
recommendations were as follows:

e The Active Directory, Citrix and local password configurations should be aligned with
IADT policies by: a) updating Password Policy requirements to incorporate best
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practices, and b) updating systems parameters to reflect the updated Password
Policy requirements.

IADT's Response: recommendation is accepted and IADT will implement a universal
Password Standard across all systems to the extent that the different
platforms/technologies allows; the responsible party is the Head of IT, and the target
date set as Q4 2025.

(iv)  Untimely Removal of User Access Upon Termination (Moderate) — the recommendations
were as follows:

e Immediate action to be taken to revoke application and active directory access for
identified users.

e Aformal User Access Management Policy to be developed and implemented.

e Aformal Offboarding Checklist to be developed and implemented, with clear
responsibility assigned for the access removal process and timely completion to be
monitored.

IADT’s Response: recommendations are accepted and IADT will implement a universal
Password Standard across all systems to the extent that the different platforms/
technologies allows; the responsible party is the Head of IT, and the target date set as Q4
2025.

(v) Insufficient User Access Review Processes (Moderate) — the recommendations were as
follows:

e The steps and criteria for performing user access reviews to be incorporated in
IADT’s formal Access Management Policy.
IADT’s Response: the recommendation was accepted and will be implemented with
the development of a formal IADT Access Management Policy; the responsible
parties are the Banner Business Owner, Agresso Business Owner, and Core
Business Owner; the target date is Q1 2026;

e |ADT should design an access matrix, a chart listing all user roles, and permissions
for each system, with regular updates to the matrix to be carried out.
IADT’s Response: the recommendation was accepted and will be implemented with
the development of a formal IADT Access Management Policy; the responsible
parties are the Banner Business Owner, Agresso Business Owner, and Core
Business Owner; the target date is Q1 2026;

e |ADT Agresso team should establish a formal periodic review process for
transactions conducted by finance users with full accounting permissions.
IADT’s Response: the recommendation was accepted; existing review steps and
cross-check reports and statements will be documented in a more coherent way
going forward; the responsible party is the Agresso Business Owner, and the target
date is Q1 2026.

At the request of the Committee It was agreed that responsibility for all findings be allocated to
Colm Hennessy as the Head of IT at IADT.
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5.2

5.3

54

5.5

5.6

The Committee also expressed concern that the report did not include an overall opinion and
requested that Eileen Healy (Partner, Deloitte) be invited to attend the meeting on 13th
October to discuss the inclusion of an audit opinion in internal audit review reports, including
in the review of Internal Financial Controls and System of Internal Controls.

Internal Audit Report on the Review of Budgeting & Management Reporting — the report was
deferred (see 5 above).

Draft Planning Memorandum for the Review of Internal Financial Controls - the draft Planning
Memorandum was discussed as circulated. It was noted that the financial transaction cycles
to be audited include: Payroll, Procurement, Income and Bank and Cash. The fieldwork for this
audit will be carried out between 15th — 26th September 2025 and it is hoped to provide a
Report to the Committee for the meeting of 13th October 2025. A query was raised regarding a
review of non-financial controls within IADT. It was reported that the Technological
Universities Association (TUA) is currently working with Deloitte to develop an Internal Control
Framework to align with the Code of Practice for the Governance of State Bodes. It was
proposed that an Internal Controls Questionnaire be compiled and circulated to IADT
Managers as part of the audit work plan for 2025/2026, with a comparison rating also being
obtained for this audit.

At the request of the Committee it was agreed to invite Eileen Healy Deloitte to the next
meeting to discuss the inclusion of audit opinion in reports including Review of Internal
Financial Controls.

Draft Internal Audit Charter for IADT - the updated draft Internal Audit Charter for IADT (as
reviewed by Deloitte) was discussed as circulated. The following amendments to the Charter
were proposed:

() Anannual Follow-up Review of outstanding audit recommendations to continue as part
of the internal audit work plan, but that the number of days allocated to such a review be
reduced;

(i) Areview of Key Performance Indicators be included as part of the Internal Auditor’s
responsibilities;

(iii) An Annual Report on internal audit processes to be provided to the Committee;

(iv) The sentence “The Head of Internal Audit will report functionally to the ARC and
administratively to the Secretary” to be moved to the beginning of the first paragraph of
the section “Independence, Organisational Position and Reporting Relationships”, with
Head of Internal Audit to report administratively to “the Secretary and the Governance
Lead/Unit”.

(v) Internal Audit Reports to include an opinion.

The updated Internal Audit Charter with tracked changes is to be circulated to the Committee

Proposed Internal Audit Reviews for 2025/2026 - it was proposed that the review of audits to
be carried out during the academic year 2025/2026 be postponed until the return of the
Interim Secretary. This item is to be included on the 13th October Meeting Agenda.

Audit Recommendations Tracker (Internal & External) August 2025 - the updated Audit Tracker
was discussed as circulated. The recommendations previously listed as “Ongoing” have now
been categorised as “Recommendations with a longer implementation period” and these
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recommendations will be reviewed on a cyclical basis to ensure process is maintained. In
addition, the recommendations resulting from the C&AG audit of the Institute's Financial
Statements for year ended 31st August 2024 have now been included in the Tracker
document.

Mr. Bentura left the meeting at 11:02hrs
Ms. Nelson, Ms. Ireri and Mr. Bentura left the meeting at 11.25 hrs

Action: Responsible Party to be updated for each of the findings/recommendations in
the Report on the Review of User Access Management/GITC, and the updated
Report to be issued to the Committee. [Deloitte]

Action: Report on the review of Budgeting & Management Reporting to be provided to the
Committee at the meeting on 13" October. [Deloitte]

Action:  Eileen Healy [Partner, Deloitte] to be requested to attend the 13" October meeting
in order to provide a comparative rating against other HEIs for the Reviews of a) User
Access Management, b) Budgeting & Management Reporting, and b) Internal
Financial Controls & S.I.C. [Deloitte]

Action: An Internal Controls Questionnaire to be compiled by Deloitte for circulating to IADT
management as part of the Work Plan for 2025/2026. [Deloitte]

Action: Report on the review of Internal Financial Controls to be provided at the Committee
meeting in October. [Deloitte]

Action: The Internal Audit Charter to be amended to include: an Annual Follow-up
Review (with days allocated to same to be reduced); a review to be carried out on
KPls; an Internal Audit Annual Report to be provided to the Audit & Risk
Committee; the lines of reporting in relation to internal audits to be amended,
with the inclusion of a reference to the Governance Lead/Unit; the amended
Internal Audit Charter (with tracked changes) to be circulated to the Committee.
[Deloitte]

Action: The internal audits for 2025/2026 to be agreed at the meeting of 13th October
2025. [Deloitte]

Updates on Cybersecurity

Cybersecurity Benchmarking Exercise against Public Sector Cyber Security Baseline
Standards - it was report that the supplier framework had lapsed for this service provision,
therefore, an initial contact was made with the sole supplier on another “single supplier
framework”. In addition, a request for Expressions of Interest was issued by the Head of IT on
15/08/2025 to five companies on the lapsed framework, with a submission closing date of
Friday, 22/08/2025 @ 12 noon. As at the closing date, two service providers had indicated
their interest in providing a quotation for the Benchmarking Exercise. A full specification of
the scope of the audit and an RFQ will be issued to the interested parties in early September
2025, with a review and evaluation undertaken. Subject to the selected vendor’s capacity,
the audit should be completed by the end of Q4, with a report to follow early in Q1 2026.

Action: Updated to be provided to ARC on the status of this process at the meeting of 13th
October 2025 [CH]
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6.2 IADT Annual Cybersecurity Awareness Day - it was reported that October is the European
Cybersecurity Month, and it is hoped to hold an IADT Cybersecurity Awareness Day on 22nd
October 2025, or to coincide with a centrally agreed national Cybersecurity Awareness Day.

Action: Updated to be provided to ARC at the meeting of 13th October 2025 [CH]

7. Equality, Diversity & Inclusion Implications

The reference to international and mature student applicants was noted, in addition to
the mediation process carried out with the IADT Students’ Union.

8. A.O.B.

8.1 Dispute with IADT Students’ Union — The President briefed the Committee members
regarding the mediation process focused on establishing the Student’s Union as an
autonomous body from IADT — an unincorporated association — for governance and
reasons of independence. The process was facilitated by mediator Margaret Considine, CEO
of Equita, and supported throughout by AMLE (the Union Students of Ireland - USI). An
agreement was achieved and a commitment made to sign and implement a “Settlement
Agreement” before moving towards establishing IATDSU as a new legal entity over the
coming months. However, the Institute has recently learned that IADTSU cannot progress
through the “next steps” at this time. Indications are that November will be the earliest that
IADTSU can re-engage with this process.

8.2 Student Recruitment/CAO 2025/2026 — Dr Andrew Power (in his role as VP for Academic
Affairs and Registrar) briefed the Committee members on the preliminary applications
registered through the CAO. It was noted that the first round of offers for places will be issued
by the CAO today. He also outlined the current figures for recruitment on Masters,
Springboard and Micro-Credentials.

NEXT COMMITTEE MEETING: The next meeting of the Audit & Risk Committee is scheduled for
Monday, 13th October 2025 @ 10am; however, due to the
unavailability of one Committee member, the meeting may be
postponed until a later time on 13th October. Mr. Ciaron Crowe
(Audit Manager, C&AG) will be contacted regarding his availability on
the 13th October 2025.

Signed: Date:
Bernadette Costello
Chairperson




